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Research Interests

Computer networks and distributed systems.
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Assistant Professor Carnegie Mellon University Department of Computer Science
A summary of my research activities at CMU and elsewherersagn page 6.
Research Assistant MIT

Research assistant at the Laboratory for Computer Sci¢&x@® { CSAIL). Worked in cooperation
with the University of Utah on the RON+Emulab testbed. Majorjects at MIT include Resilient
Overlay Networks (RON), Multihomed Overlay Networks (MONEMayday, and the Congestion
Manager.

Intern Compag SRC
Summer internship working on the Secure Network Attachesk®project.
Research Assistant / Research Associate University of Utah

One year as an undergraduate and one year as a staff resesoclate in the Flux research group
at the University of Utah.

Research Assistant Department of Biology, University of Utah
Undergraduate research assistantship in the Wayne Pditsdtary in the Department of Biology.
Co-founder and CTO, ArosNet, Inc.

Acted in a directorial and technical capacity over techioparations: network design and topology
planning, software development, consulting projects, simart-term research. During my three
years with the company, ArosNet grew from its inception todsee the third largest ISP in Utah.

Consultant Intel, Banner & Witcoff, LLC, IINT, Inc., Sypherance Technologies, Ascensus, others.

Provided network design, security, and intellectual propeonsulting services. Research consult-
ing for Intel Research.
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Software Artifacts

FAWN-KV A high-performance, log-structured key-valuerstge system designed to operate on Flash storage.

SplitScreen High-performance, open source virus scanridigtributed as patches to the popular “ClamAv”
virus scanner.

Perspectives The Firefox plugin and SSH patches for autoatigtauthenticating self-signed certificates. This
software has been installed by over 30,000 users.

DOT The Data-Oriented Transfer service: End-host softwizakprovides a flexible, modular data trans-
fer service on behalf of other applications.

CM The Congestion Manager: Congestion control softwarefa-hosts.

RON Resilient Overlay Networks: End-host based overlayinguthat routes around failures and poor
performance.

MONET A Web proxy derived from the Squid proxy that uses nmldtiocal network providers and an overlay

network of peer proxies to provide highly available and &b access.

The RON Testbed A 36-site Internet testbed used by a dozen ekternal researchers, in addition to several re-
searchers within MIT and Carnegie Mellon.
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2009 Best paper award, Symposium on Operating SystemdHes¢SOSP)
2006-2008 Selected to serve on the DARPA Computer Sciencly Banel

2006 NSF CAREER Award (Faculty Early Career Development)

2005 MIT EECS George M. Sprowls Award for outstanding Pht&mi
2002-2004 Microsoft Research Graduate Fellowship

2001 Best Student Paper, 8th IEEE Workshop on Hot Topics er@jmng Systems
2001 MIT Joseph Levin award for best MasterWorks oral presgem

1999 MIT Vinton Hayes Fellowship (graduate)

1998 University of Utah Graduating Student Leadership Awvar

1993 Member, Phi Kappa Phi and Golden Key academic honoetsesi
1993-1997 University of Utah Honors at Entrance Scholarshi

1993 National Merit Scholar
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2010
2010
2009
2008, 2009
2008
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2003-2006
2006
2006
2006
2006
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2005
2004-2005
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1999-2000

Member, DARPA Information Sciences and Technolo§A{l) advisory group.
Participant, NSF Future Directions for Computer Syst&®esearch workshop.
NSF panelist/proposal reviewer, multiple panel

Program co-chair, NSDI.

Organizing committee, 2nd workshop on Architectua€rns in Large Datacenters, in conjunc-
tion with ISCA 2010.

Program Committee, OSDI 2010

Program Committee, 1st International Conference andgyrEfficient Computing and Networking
Program Committee, SOSP 2009 (“Heavy")

Program Committee, SIGCOMM 2009 (“Heavy”)

Program co-chair, Workshop on Hot Topics in NetworKidgtNets)

Program Committee, Workshop on Hot Topics in NetwaykotNets)

Consulting: Intel Research, Pittsburgh.

Consulting: Banner & Witcoff, attorneys at law.

Program Committee, Internet Measurement Conference.

Program co-chair, WORLDS 2006.

Program Committee, 2nd Workshop on Hot Topics in Systeapendability (HotDep).
Program Committee, Network Systems Design and Imghitien (NSDI) 2006.

Editor (one of twelve), “Report of the NSF Workshop os&sech Challenges in Distributed Com-
puter Systems”

Program Committee and Works-in-progress chair, USEXNI05
Program Committee, Workshop on Real, LargeriBused Systems (WORLDS).

Reviewer for OSDI, SOSP, SIGCOMM, NSDI, CCR, HotOS, ToN, EEDSC, Infocom, HotNets.
Secretary, board member, and rock climbinguatstr for the MIT Outing Club.

Secretary, Utah Regional Exchange Point

Member, IEEE, ACM, USENIX.



Research - Energy Efficient Data-Intensive Computing
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2007-2010

FAWN: A Fast Array of Wimpy Nodes CMU

Through the FAWN project, | am exploring the design of higahergy efficient clusters for data-
intensive computing. FAWN constructs clusters from largenbers of relatively “wimpy” em-
bedded systems. It exploits fundamental efficiencies ofguslower processors, and is designing
algorithmic and systems techniques to mask the complekjiyagramming and managing systems
that operate at increased scale with decreased per-nodeiliigp

Network Support for Data-Intensive Computing CMU

This project explores the networking challenges that aniseodern datacenters and devises solu-
tions to these challenges. Examples include our work oncoveing datacenter “incast”, a problem
in which the network can drastically slow down when tens outtands of computers all communi-
cate with one receiver.

Research - Network Architecture, Analysis, and Resilience

2007—-

2006—

2005-

The Accountable Internet Protocol CMU

Together with my collaborators at MIT, Berkeley, and Gearfgch, | am developing a novel frame-
work for building a more secure Internet. The AIP projectasdd upon the notion of using self-
certifying addresses instead of IP addresses (a selfyéegtiaddress is the hash of a public key).
We have thus far shown that using this foundation can grestylify many aspects of provid-
ing network security, including reducing the potential fpenial-of-Service attacks and enabling
simpler, self-configuring secure routing.

Under AIP, we have also explored pragmatic alternative®twentional routing security. Instead
of using central authorities to cryptographically autheate routing information, we explored the
use of purely end-to-end authentication (which AIP faailis) together with multi-path routing,
showing that this approach is more robust to route hijackiag conventional approaches such as
S-BGP, without requiring cryptographic authenticatiomafting announcements.

Perspectives CMU

Perspectives takes ideas from overlays and multi-pathorkimg to and applies them to authenticat-
ing remote computers. The system has two goals: First, tenaly improve network (particularly
Web) security for ordinary users by enabling the easy angl ssé of self-signed certificates. Sec-
ond, to explore the utility of creating an “automatic” pudliey infrastructure based upon long-term
observations. Perspectives is currently available aseddxitbrowser plugin and as a patch to SSH.
These plugins use a simple method to authenticate a seledigertificate received from a server:
They contact a set of "notary” servers scattered aroundehgark. These servers inform the client
what key they observe the server using, and for how long tlagg bbserved it. As a result, for an
attacker to successfully deceive the client into acceifigise certificate, the attacker must have
controlled all paths to the server for a long period of timbe Firefox plugin has been downloaded
by over 30,000 users, and the availability of the technicagpgresented a new answer to the debate
about how browsers should handle self-signed certificates.

Data-Oriented Transfer CMU

The Data-Oriented Transfer project is exploring a new aechire for applications that perform
bulk data transfers. This architecture, called DOT (ata-oriented transfer), cleanly separates
two functions that are co-mingled in today’s applicatiotlsing DOT, applications perform con-
tentnegotiation to determine what content to send. They then pass that d@eatab the transfer
service to perform the actual data transmission. This s¢iparincreases application flexibility, en-
ables the rapid development of innovative transfer meamasiireduces developer effort, and allows
increased efficiency through cross-application sharincached data.

In addition to the core architecture, the DOT project hastigped a number of new transfer tech-
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niques. SET, or Similarity-Enhanced Transfer, is a peer-to-peer spdfeat uses a scalable algo-
rithmic approach to locate not only sources of the exact fitbeant wishes to download, but also
similar copies, such as a truncated or slightly modifiediversync is a file synchronization tool
that provides the benefits of two-node file synchronizatiafst such as rsync and the multiple-node
efficiency of peer-to-peer transfers.

Finally, we have examined extensively the use of contentesdadbility to increase the efficiency
and robustness of networks, particularly wireless netaoRIS-id is a simple, fully backwards-
compatible addition to 802.11 wireless that enables nazlsgfpress transmissions of packets they
have overheard (e.g., in a previous hop in a multi-hop meshank). Ditto uses DOT’s content-
centric transfers to allow wireless mesh nodes to cachetbatahey overhear being transferred
between other nodes. In scenarios where all clients evigntuant the same data, such as dissemi-
nating popular software upgrades, Ditto can improve mesar& throughput by up to 10x.

The Datapository CMU

The datapository is a shared network measurement storagenatysis infrastructure, designed to
unite network data collection and analysis efforts at CMd alsewhere. The datapository consists
of a set of hardware resources (storage and computatiamyg alith schema definitions, standard
interfaces for analysis tools, and a set of tools for mawitid) stored data (e.g., end-to-end prob-
ing data, routing information, topology snapshots). Welaréding the datapository in collabora-
tion with researchers at MIT, Georgia Tech, and the Uniteidi Utah’s network experimentation
testbed, Emulab.

Resilient Overlay Networks and MONET MIT

My dissertation research investigated host-based teabrithat improve the end-to-end fault re-
silience of communication on the Internet. RON creates dyoaverlay networks between partic-
ipating hosts or applications. The overlay networks usemahioation of active probing and pas-
sive measurements to find more reliable and better perfgrmuintes by sending packets through
the other participating nodes in the overlay. Results frbiw tesearch showed that RON-like ap-
proaches can avoid up to half of the failures that interrgrhimunication and can significantly
improve latency for poorly-performing paths. A set of Imtet-based experiments in 2001 showed
that RON can avoid up to half of the failures that interruphoounication, and can offer significant
latency improvements for poorly-performing paths. MONETeads this by including multiple
physical paths from sites and by moving from a host-centee/to a server-centric view (in which
clients could be connected to one of several server replitdSNET’s combination of techniques
can improve availability by an order of magnitude comparedurrent approaches such as BGP
multi-homing.

Congestion Manager MIT

The Congestion Manager provides a unified congestion diertfor ensembles of TCP and UDP
flows that eliminates adverse interactions and extendsgheftts of congestion control to non-TCP
applications. To help evaluate the CM, | co-implementedragestion-controlled version afat |,
an internet audio tool, which used the Congestion Manadehave in a TCP-friendly manner with
low overhead. | helped design and implement the kernel to ABé for the CM, and performed
extensive performance measurements of the CM for bothrinekand userspace applications.

Emulab + RON Testbed University of Utah / MIT

Systems and networking researchers frequently use hoaveagestbeds to evaluate prototypes and
perform Internet measurements. To reduce the burden dfrtgethese testbeds and to help provide

a framework with better experimental repeatability, | @eya part in the conception and design of

a large-scale network testbed, Emulab, and a portion ofésagement databases, algorithms, and
software. | deployed (and still manage) the 36-node RONhetdestbed, one of the first successful

“overlay” network tesbeds.

Research - Network Security

2003

Mayday: Distributed Filtering for Internet Services MIT
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1997-1999

Mayday presents an incrementally deployable Denial of iSemrevention service that acts pri-
marily as an overlay service, minimizing the network changggjuired for its deployment. Unlike
tactics such as spoofing prevention, Mayday provides imategirotection to its deployers instead
of requiring upgrades on the part of third parties. Maydayegalizes earlier work on Secure Over-
lay Services by separating overlay routing from filteringl doy providing a larger set of choices
for each, allowing the implementer to choose a high-peréoroe deployment such as proximity
routing, or a slower system that can withstand more capataelars.

As part of the evaluation of Mayday and earlier work, | depeld several practical attacks, two of
them novel, that are effective against filtering-basedesystlike Mayday and SOS.

Secure Network Attached Disks Compaqg SRC

Traditional disk architectures interpose a fileserver leetwclients and disks to provide access con-
trol. Network Attached Disk efforts aim to place the disks directly on the network, efiating the
bottleneck presented by the file server. The capabilitetbagpproach we examined permits the
disks to export a familiar block-based interface; compacedarlier NAD efforts, this eliminates
disk layout changes and simplifies the on-disk implememati created a filesystem simulator for
our proposed architecture and created a benchmark suiterfreasurements of SRC's fileserver
traffic to drive the simulator.

Flask: A secure microkernel University of Utah

Users’ requirements for operating systems vary considigfabm the MLS policies favored in mil-
itary applications, to RBAC-like policies more common imga enterprises, to type enforcement
policies favored for providing least privilege to local pesses. The Flask security architecture
provides fine-grained access rights and permits for the@aation to permit a single OS implemen-
tation to support a wide range of security policies. As anaugthduate, and continuing as research
staff, | implemented and benchmarked parts of the Flaskitaeathre, improved the reliability of
the underlying Fluke microkernel, and implemented sewefriie example applications used in its
evaluation. The technology developed for Flask later becamintegral component of the SELinux
secure operating system.



